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Cyber Security for the Smart GridTM 

1 Introduction
N-Dimension Solutions Inc. (N-Dimension) is pleased to provide these proposals to assist the smart grid initiative planned by the City of Leesburg, FL as part of the Smart Grid Investment Grant Program DE-FOA-0000058.
In January, the Department of Energy (DoE) detailed comprehensive guidance on the form of cyber security program that SGIG recipients are expected to deploy in a webinar and at the following website: 

www.arrasmartgridcyber.net
Furthermore, SGIG recipients are required to respond with a cyber security plan with 30 days of acceptance of their awards.  According to the original award requirements, this plan must include:

· a summary of the cyber security risks and how they will be mitigated at each stage of the lifecycle (focusing on vulnerabilities and impact);
· a summary of the cyber security criteria utilized for vendor and device selection;
· a summary of the relevant cyber security standards and/or best practices that will be followed;
· a summary of how the project will support emerging smart grid cyber security standards.
Further guidance issued in January by DoE indicates that a strong cyber security plan:

· provides commitments to cyber security assessments, evaluations, threat analyses;
· provides assurance that projects will create a defensive strategy, select appropriate security controls, and implement mitigation methodologies based on risk-informed processes;
· documents that systems are installed, tested, and operated with appropriate and diligent cyber security.
This guidance aligns well with N-Dimension’s approach to cyber security.  We have performed dozens of cyber security assessments of utility operational networks.  We are intimately familiar with cyber security risks to utility operational systems and best practices to counter them.  Our products can provide the majority of the defensive technical controls needed, and we have extensive experience in assisting clients to develop lifecycle cyber security practices.  We would be pleased to assist Leesburg in this regard.

To meet DoE’s requirements for a cyber security plan in the most expeditious manner, N-Dimension recommends beginning with an initial current state cyber security assessment.  Using information gathered from that assessment, we will work with Leesburg to develop a cyber security plan that meets DoE’s requirements.  Assuming Leesburg is satisfied with the initial work, we will develop a subsequent proposal to deploy cyber security controls at Leesburg as needed to fulfill the security plan.  The appendix to this document outlines the defensive strategy, products, and lifecycle approach that we will use. 
2 Assessment Proposal

This proposal outlines our recommended approach for Leesburg to perform a current state cyber security assessment to identify cyber security risks associated with its current operating environment and potential risks with planned deployments of new technologies as part of the SGIG.
The assessment will include:
1. Review City of Leesburg existing cyber security policy and procedures.

2. Review and assess current cyber security posture for SCADA, AMI, and other Operational systems as appropriate based on cyber security best practices. This will include analysis of the system architecture and network topology for the following:

a. One (1) Control Centre

b. One (1) Backup Control Centre (if applicable)

c. Two (2) Distribution Substations – one complex and one common

Enterprise (or corporate) systems and networks are not in scope.

3. Review City of Leesburg router and firewall configurations for operational systems.  Enterprise (or corporate) routers and firewalls are not in scope.

4. Review Physical Security Operations including security servers and access controls.
5. Site visits to the control centre, back-up control centre, and substations (2 distribution substations as stated above).
6. Analyze findings and formulate cyber security improvements for the Operational environment.

7. Design and propose high level cyber security solutions for the Operational environment.

8. Review and assess, from a cyber security perspective, planned deployments of new technologies Leesburg is planning under the SGIG.  Such assessments may be limited in depth depending on availability of information from participating vendors. 

Application level security and database security are outside the scope of the project. 
The deliverables from the assessment will be a detailed report and presentation to management that includes:

· Summary on Utility Industry regulations and best practices;
· Overview of risks and vulnerabilities using cyber security best practices for operational environment;
· Security risk analysis of planned new deployments;

· Recommend Action Plan for each operating area;
· Proposed high-level solution for Operational environment security.
Using this approach Leesburg will better understand their cyber security posture and risks.  This survey and analysis of Leesburg’s environments will help in prioritizing initiatives to protect the operating environments, and in planning future projects with an understanding of the scope and cost of the required solutions.

The pricing for the project will be on a per diem basis and invoiced monthly, but not to exceed $22,000.00 including travel and taxes.  Our rates vary by resource used, and are as follows:
	Professional Category
	Per Diem Rate  (in USD)

	Principal Security Consultant
	$1,800

	Senior Security Consultant
	$1,500

	Intermediate Security Consultant
	$1,200


Resources used will depend on scheduling and other projects ongoing at N-Dimension, thus actual billing will most likely be a blend of rates.  Given our current projects underway and planned, we expect a Principal consultant will be assigned to the project for at least the onsite portion.  Expenses including accommodation and travel incurred in providing the services plus taxes are additional and will be invoiced at cost.  Mileage will be charged @ $0.85 per mile. Travel time during office hours will be charged at standard rate, while travel outside office hours will be charged at 50% of the standard rate. 

Based on our understanding of Leesburg having one control center, possibly one backup control center, and five substations, we estimate this project will require two days onsite at Leesburg, and a further 9 days of offsite work, for a total of eleven (11) man days.  We will work with Leesburg to begin this project as soon as Leesburg and our schedules permit.  Timely completion of this project will be dependent on availability of the up-to-date documentation and responsiveness of key stakeholders in City of Leesburg to provide information.

The scope of work and pricing in this proposal are valid for 60 days.

3 Cyber Security Plan Development Proposal
This proposal outlines our recommended approach to assist Leesburg in developing a cyber security plan to safeguard operation of Leesburg’s operating environment and meet DoE requirements for the SGIG.  The development of this plan will build on the cyber security assessment proposed above, but work on the plan will proceed in parallel with the assessment.  Completion of the majority of the assessment will be needed to provide necessary input to this project, although complete finalization of the assessment will not be essential. 
Using our lifecycle approach, we will work with Leesburg to develop a Plan that follows DoE’s recommended programmatic approach (which will also form the Table of Contents for the Plan) that includes:

· Roles and responsibilities
· Cyber Risk management and assessment
· Defensive strategy
· Security controls / solution
· Incident response and recovery
· Development lifecycle
· Policies and procedures
· Training
We will use DoE and FERC guidelines and our industry knowledge to capture all of the elements required by DoE for a strong cyber security program.  
The following steps will be taken by N-Dimension to build and finalize this Plan in an iterative process with Leesburg:

1. Information exchange

2. Assessment of current environment and operating practices

a. Feedback provided to Leesburg

3. Build draft Plan

a. Internal N-Dimension review

b. Updates and refinement to Plan

c. Leesburg review

d. Updates and refinement to Plan

4. Complete final Plan

a. Internal N-Dimension review

b. Updates and refinement to Plan

c. Leesburg review

d. Updates and refinement to Plan

5. Submission of Plan to DoE by Leesburg

This plan will capture all of the elements required of a strong cyber security program for Leesburg’s environment.  The plan will be as complete as possible given the information available, but it is to be understood as a plan with which to develop a comprehensive cyber security program, and not the complete details of the program itself.

The pricing for the project will be on a per diem basis and invoiced monthly, but not to exceed $18,000.00 including travel and taxes.  These rates vary by resource used, and are as follows:

	Professional Category
	Per Diem Rate  (in USD)

	Principal Security Consultant
	$1,800

	Senior Security Consultant
	$1,500

	Intermediate Security Consultant
	$1,200


Resources used will depend on scheduling and other projects ongoing at N-Dimension, thus actual billing will most likely be a blend of rates.  We expect to be able to use electronic communication and collaboration to avoid travel for this project.
Based on our understanding of Leesburg having one control center, possibly one backup control center, and five substations, we estimate this project will require a total of nine (9) man days.  We will work with Leesburg to begin this project as soon as Leesburg and our schedules permit.  We will complete this project within the 30 day DoE timeframe requirement, assuming availability of up-to-date documentation and responsiveness of key stakeholders in City of Leesburg to provide information.

The scope of work and pricing in this proposal are valid for 60 days.

4 Confidentiality

N-Dimension Solutions recognize the delicate nature of this work, and will adhere to all aspects of confidentiality.  We are prepared to execute a confidentiality agreement should Leesburg so desire.
5 Project Team:

The following team members could be assigned to this project.
a) Doug Westlund, P.Eng. (Principal Security Consultant and Project Leader)

Bachelor of Applied Science – Process Control Engineering, University of Waterloo, 1984

MBA, Ivey School of Business, University of Western Ontario, 1989

N-Dimension Solutions Inc., CEO (2002 to present)

Doug co-founded N-Dimension Solutions and has led its growth to become the leading Canadian cyber security solutions provider for utilities.  Doug has developed and leads N-Dimension's Cyber Security practice for the Critical Infrastructure sector, and is active in assisting utilities in North America with cyber security solutions including NERC compliance.  Doug is a regular speaker and presenter of cyber security in the energy sector at industry conferences.  He has presented at numerous conferences including the EEI conference, the Ontario Electrical Distributor’s Association Conference, the Ontario Utility for Smart Meter working group, the Energy Management Systems Users Conference and at vendor forums such as the Elster Smart Meter Technology Forum and the Survalent SCADA Users Group meeting.  

Prior to N-Dimension Doug was a Vice President with AT&T Canada with responsibility for the data, internet, and security product lines; a Business Development Manager at Motorola Information Systems; and a SCADA Development Engineer at Valmet Automation.

b) Sing Tung, P.Eng., CISSP (Principal Security Consultant)

Bachelor of Science –Industrial Engineering, University of Houston, 1973

MBA, University of Texas, 1975

N-Dimension Solutions Inc., Chief Solutions Officer (2002 to present)

Sing co-founded N-Dimension Solutions and manages the firm’s customer facing solutions group.  He is focused on providing cyber security solutions for the Critical Infrastructure sector worldwide.  He is active in communications and cyber security design projects providing recommendations and solution designs for effective and integrated cyber security protection.  Sing is leading the interoperability of N-Dimension’s product platform with industry partners, as well as the compliance reporting modules.

Prior to N-Dimension Sing held positions at AT&T Canada as a Product Manager; Bell Canada as a Software Systems Specialist; and Nortel as a Programmer Analyst.

c) Andrew Wright, Ph.D. (Principal Security Consultant)

Ph.D. Computer Science, Rice University, 1995

M. Math. Computer Science, University of Waterloo, 1986

N-Dimension Solutions Inc., CTO 

Andrew holds a Ph.D. in Computer Science from Rice University.  He has published over 20 technical papers and has 16 years of experience in industrial research and development.  At N-Dimension, he guides R&D strategy for the company's cyber security products for electric power utilities.  Prior to joining N-Dimension, he was a Technical Leader in Cisco's Critical Infrastructure Assurance Group (CIAG) where he developed cyber security solutions for critical infrastructure, particularly Industrial Control Systems and SCADA.  He established the Cisco Secure Control Systems lab in Austin Texas, was the key architect of the AGA-12 serial SCADA encryption protocol, and was a founding developer of CVSS, the Common Vulnerability Scoring System. At N-Dimension, he is currently working with IEEE working group 1711 to standardize AGA-12 as an IEEE standard, with Idaho National Lab to develop best practices for securing industrial control networks, with ISA's SP99 Working Group 4 on secure control system requirements, and with UCA's AMI-SEC security working group on security for automated metering infrastructure.

d) Chan-Hi Park, CISSP (Intermediate Security Consultant)

B Sc in Computer Science, University of Toronto, 2000

N-Dimension Solutions Inc., Security & Infrastructure Solution Specialist 

Chan brings with him 8 years of experience in the field of I.T., starting from programming, support to design, and I.T. infrastructure consulting with focus on all aspects of Cyber Security and Network Security.  Chan’s primary role is to perform assessments for power and energy companies’ cyber security vulnerabilities, with focus on NERC-CIP standards, and other industry’s cyber security best practices.  

Prior to joining N-Dimension Solutions Inc., Chan has been working as a sales and systems engineer, gaining extensive experience on providing Cisco and Juniper VPN/Firewall solutions, as well as other software based security.  He provided in-depth support and analysis for custom based software used in web server SSL certificates, domain name registrations, outsourced e-mail systems, managed DNS, and Anti-virus/Anti-spam solutions.

e) Charles Chu, CISSP (Intermediate Security Consultant)

Bachelor of Administrative Studies, York University, 1997

N-Dimension Solutions Inc., Solution Specialist (2007 to present)

Charles’ primary focus is on the solution consulting of cyber security for companies in the critical infrastructure sector. Based on the evolving regulatory standards in the industry, he has closely integrated the required credentials into his projects from all aspects, including best practices, risk assessment, and compliance guidance.

Prior to his engagement with N-Dimension Solutions Inc., Charles has been involved in leadership and management of various business technology and information security projects, such as Microsoft business servers, Intranet development, e-commerce, biometric security, and product life cycle.

f) Richard W.D. Ganton, P.Eng. (Senior Security Consultant)

Bachelor of Science – Electrical Engineering, University of Waterloo, 1982

Masters of Engineering, McMaster University, 1989

Registered Professional Engineer, Province of Ontario

AESI, Director of Systems Automation (1990 to present)

Richard has been involved in a variety of projects related to Energy Management Systems including: preparing specifications for, bid evaluation and project management for a TOS (Transmission Operating System) for a Transmission Owner;  implementation, testing and staff training of a Generation Dispatch Control program: a World Bank sponsored control centre feasibility study; specification and test procedure development; system testing; and creating of special software to simplify data maintenance. In his work on EMS/SCADA systems, Mr. Ganton has been involved with various technical issues related to RTU protocols, substation automation, the definition and implementation of cyber security arrangements (e.g. firewalls and network configurations) of the EMS/SCADA and the associated telecommunications in order to establish security for the systems, and interfacing the client EMS/SCADA with other third party systems. In this position, and also as Senior Systems Engineer, he has been involved in a number of large-scale SCADA projects for distribution automation including: feasibility studies; preparation of specifications; SCADA proposal evaluation including interfacing with GIS systems; contract negotiation; project management; factory/site testing of software including interfaces with GIS systems.  He specializes in system modeling, measurement requirements and software applications.

Prior to AESI Richard held positions with Ontario Hydro as a Researcher and Engineering Trainee.

g) Edvard Lauman (Senior Security Consultant)

Bachelor of Engineering and Management – Computer Engineering, McMaster University, 2003

AESI, Systems Analyst (2004-Present)

Designed, developed, implemented and supported enterprise applications using a variety of development environments. Performed market and product research and provided recommendations on hardware and software purchases and deployment. Defined best practices recommendations for software development. Modified configurations and developed integration software for SCADA systems. Carried out enterprise cyber security audits. Developed and implemented security solutions for network and SCADA systems.

Prior to AESI Ed held positions with McMaster University as a Multimedia Communications Assistant and Technical Support Rep; and at Celestica International as a Test Engineer.

Limitations of Liability 

N-Dimension will not be liable for any indirect, incidental, consequential, punitive, reliance or special damages, including without limitation, damages for lost profits, advantage, savings or revenues of any kind or increased cost of operations.

Security assessments are an uncertain process, based upon past experiences, currently available information, and known threats. It should be understood that all information systems, which by their nature are dependent on people, are vulnerable to some degree. N-Dimension’s security assessments are a preliminary assessment to highlight the common and major security situation of Leesburg.  There can be no assurance that any exercise of this nature will identify all possible vulnerabilities or propose exhaustive and operationally viable recommendations to mitigate every exposure. In addition, the assessment is based on the technologies and known threats as of the date of the assessment. As technologies and risks change over time, the vulnerabilities associated with the operation of Leesburg, as well as the actions necessary to reduce the exposure to such vulnerabilities will also change.
DUNS and CCR Registration

N-Dimension’s DUNS number is 253701437 and we are registered in CCR.
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Appendix:  N-Dimension Approach to Cyber Security
The remainder of this document outlines our recommended approach to provide comprehensive cyber security for the control center operational systems, communications backbone, and substations of Leesburg’s smart grid initiative by deploying N-Dimension cyber security devices at key points within the utility operational environment.  The highly flexible nature of the cyber security equipment to be deployed is such that it can integrate with and protect SCADA systems, AMI systems, Distribution Automation systems, and other operational systems, resulting in a cost effective solution for the entire operational environment.
N-Dimension Solutions products support securing critical operational networks with a defense-in-depth approach.   Defense-in-depth involves deploying multiple security capabilities to implement perimeter protection at network edges, multiple security capabilities to implement interior protection within segregated networks, and multiple security capabilities to monitor networks for unexpected behavior.  N-Dimension n-Platform Unified Threat Management systems provide over a dozen security capabilities on a single, easy-to-manage appliance that can implement in-depth perimeter protection, in-depth interior protection, and in-depth monitoring.   The N-Dimension n-Central Cyber Security Management system provides centralized real-time collection, monitoring, analysis, and report generation for cyber security events and logs from the n-Platforms, server systems, and networking equipment in a utility’s network.  It is designed specifically for utilities to centrally manage cyber security solutions in local and remote areas.
N-Dimension’s products are designed to enable interoperability with enterprise systems and between various utility systems.  Capabilities such as LDAP and Active Directory integration, PPTP and IPSEC VPN tunnel support, and monitoring via SNMP and SYSLOG address integration with enterprise systems.  Capabilities such as IDS with SCADA signatures, serial SCADA VPN via IEEE P1711, and SCADA HMI integration address integration with existing utility infrastructure, including legacy serial communications systems.  N-Dimension is participating in the Department of Energy’s Lemnos Interoperable Security program.
N-Dimension’s product suite enables compliance and interoperability with the initial draft set of NIST smart grid standards.  Various capabilities of the N-Dimension product suite directly support those standards in the initial set of standards relevant to cyber security.  These include:
· AMI-SEC 

· DNP3
· IEC 60870-6 / TASE.2 / ICCP
· IEC 62351
· NERC CIP 002-009

· NIST SP 800-53

· NIST SP 800-82 

For instance, the n-Platform’s SSL VPN provides SSL-based VPN tunneling for securing ICCP as recommended by IEC 62351, and the n-Central provides reporting capabilities specifically tailored to NERC CIP 002-009.  Of the remaining standards not directly relevant to cyber security, such as IEC 61850, the N-Dimension products indirectly support these standards by providing communications security via firewall, VPN, and other capabilities.
6 Overview of N-Dimension Products
The N-Dimension products best suited for securing the smart grid initiatives planned by Leesburg are the n-Platform and n-Central.
6.1 n-Platform

N-Dimension’s n-Platform Unified Threat Management systems provide over a dozen security capabilities on a single, easy-to-manage appliance to implement defense in depth.  These capabilities include:

Stateful Firewall with NAT – provides port-based traffic filtering with connection tracking and address translation
IPSEC Site-to-Site VPN – provides standards-compliant secure tunneling of IP traffic between two n-Platforms or between an n-Platform and another IPSEC-compliant implementation using shared symmetric keys
SSL Site-to-Site VPN – provides standards-compliant secure tunneling of IP traffic between two n-Platforms using standard SSL certificates for key derivation
PPTP Remote Access VPN – enables secure remote user access from typical Microsoft Windows computers or using various open-source PPTP clients
IPSEC Remote Access VPN – enables secure remote user access using common IPSEC clients
Serial SCADA VPN – assures the integrity and confidentiality of serial SCADA traffic using the IEEE P1711 cryptographic protocol for securing SCADA communications with minimal impact on latency, thereby protecting legacy communication devices and systems
Web Proxy with AutoProxy – relays and caches http requests to outside IP addresses, enabling filtering and whitelist/blacklist control of reachable Internet addresses
Anti-Virus – scans all email, web, and ftp traffic passing through the n-Platform and quarantines files triggering virus signatures (requires TrendMicro license)
SCADA IDS – monitors a network interface using over 5000 sensors, including sensors designed specifically for SCADA protocols, to detect and alert on potential cyber attacks
Port Scanner – scans specified IP addresses for open ports on a one-time or scheduled basis, and reports open ports and changed from last scan
Vulnerability Scanner – scans specified IP addresses for vulnerabilities on a one-time or scheduled basis, and reports vulnerabilities found and new vulnerabilities since last scan (requires Tenable license)
Availability Monitor – monitors systems and services for availability via ping and TCP connect
Performance Monitor – monitors the health of critical servers via SNMP and reports performance-related factors such as CPU usage, disk usage, network speed, etc.
Network Access Control – continuously monitors ARP traffic on an interface to determine all connected MAC addresses, and can optionally block devices not in a whitelist
Remote Access Server – enables secure dialup access through an n-Platform to assets in remote sites using common PPP and PPTP clients such as those found on most Microsoft Windows systems
In addition, the n-Platform supports static routing and can act as an NTP server, DHCP server, and DNS server, in order to interoperate with standard network infrastructure.  All n-Platform capabilities provide either logging via SYSLOG or reporting via a web interface.  Security status of all n-Platform capabilities can be monitored via SNMP from n-Central, the Survalent SCADA WorldView HMI, or the Survalent SmartVU system, or other cyber security monitoring systems with customization.
6.1.1 Gateway Mode

Gateway mode refers to implementing and protecting connections between networks.  The connection between the utility enterprise network and the utility operational network, or Utility Service Bus, is a critical network interconnection that must be protected in order to defend operational systems from the highly dynamic and more vulnerable enterprise network.  The connection between a substation and a control center, whether for SCADA, AMI, or other traffic, is another critical network interconnection that must be protected in order to defend both substation cyber assets and control center cyber assets.  The n-Platform gateway functionalities include Routing, Firewall, Anti-Virus, Web Proxy, Network Device Control, VPN (including Site-to-Site, Remote-Access, and Serial SCADA), and Remote Access Server.  With these features utilities are able to create security zones to protect critical cyber assets, establish electronic security perimeters to control access to these zones, and secure communications between zones.
Operational systems can be protected by gateway mode in several ways.  Gateway mode can provide active defense against intrusions originating from other parts of the network, including compromised enterprise desktops or compromised servers within the operational utility network.  Transmission of data between substations and control centers can be protected by AES-encrypted VPN tunnels and firewalls to control traffic entering and leaving the tunnels.  
An important feature for field sites like substations is the ability to protect the transmission of data between legacy systems.  These communications can be easily tapped into by hackers, and consequently used to manipulate substation systems or even gain access to the SCADA control center.  For IP-based links to substations, enterprise-grade IPSEC or SSL VPN tunnels protect traffic to and from substations from attack, regardless of what networking equipment the traffic passes through and what access to that equipment an adversary might gain.  However, many legacy systems in substations communicate with the SCADA control center in clear text format over slow serial links, and enterprise-grade VPN solutions add too much overhead to be used to protect them.  The n-Platform’s SCADA VPN, based on the emerging IEEE P1711 standard, can protect this traffic with minimal impact on latency.  

6.1.2 Monitoring Mode

Monitoring mode refers to monitoring network traffic and watching for any abnormalities that may cause instability of the interconnected infrastructure.  The n-Platform enables utilities to protect their critical assets by monitoring their electronic security perimeters for any indicators of potential cyber security attacks.  This is achieved by the combination of SCADA Intrusion Detection System (IDS), Vulnerability Scan, Port Scan, Availability monitor, and Performance Monitor.  The 5,000+ IDS sensors in n-Platform, including sensors designed for SCADA systems, scan network packets for intrusion signatures.  When a match is found, an alert is sent via e-mail and/or e-pager for immediate action.  Vulnerability and Port Scans are critical in protecting against cyber security attacks because they help the organization find “open backdoors” to the network.  Availability and performance monitoring can reduce the burden for IT and Operations administrators in recognizing and troubleshooting network and systems performance problems.
Operational systems in control centers can be protected using monitoring mode capabilities to detect unexpected traffic directed to the head end systems, or configuration changes to those systems that expose new ports or vulnerabilities.  Operational systems in substations can be protected using monitoring mode capabilities to detect unexpected traffic within substations or changes to substation systems.
6.1.3 n-Platform Hardware Configurations for Leesburg
The n-Platform is available on multiple hardware configurations to meet different deployment requirements.  For the systems to be secured under this grant proposal, we recommend use of our 340S, 440H, and 540H platforms.  The n-Platform 340S runs on the Schweitzer Engineering Laboratories SEL-1102 hardware platform.  This platform complies with the IEEE 1613, IEEE 37.90, and IEC 60255 specifications regarding temperature, vibration, ground plane rise, etc. to make it ideal for substation deployment (for detailed specifications, see the SEL 1102 datasheet).  The 340S is available with up to 6 Ethernet ports and up to 16 serial ports.  The n-Platform 440H runs on the HP ProLiant DL320 hardware platform with up to 8 (eight) Ethernet ports.  This mid-range platform is cost effective for deployment in monitoring configurations.  The n-Platform 540H runs on the HP ProLiant DL360 hardware platform with up to 8 (eight) Ethernet ports, hot swappable drives in RAID 5 configuration, hot swappable power supplies, and redundant fans.  This high-performance platform is well suited to gateway deployment at control centers to secure head-end systems and communications to devices in the field.
6.1.4 n-Platform Upgrade

N-Dimension intends to continue to evolve and improve the cyber security functions available on n-Platform products to meet evolving cyber threats.  All n-Platforms support firmware upgrade via a simple, secure administrative interface to accommodate improvements in cyber security functions or addition of new cyber security functions.  Additionally, the IDS, Vulnerability Scanning, and Anti-Virus capabilities accept periodic signature updates to address new cyber threats.

6.1.5 n-Platform Failure and Recovery
The n-Platform supports backup and restore of configuration information as a flat text file from a simple administrative interface.  In the event of hardware failure, a standby unit can be rapidly brought online and configured identically to the failed unit.  N-Dimension is developing an active/standby failover capability that will allow a standby n-Platform to take over all functions of the active n-Platform automatically when a hardware or software failure occurs.  This capability is expected to be available in late 2009.
6.1.6 n-Platform Engineering

The N-Dimension n-Platform is built on a Gentoo Linux distribution.  This highly flexible Linux distribution is more easily customized than other Linux distributions to control exactly what set of packages are combined into a system.  This enables the set of required packages to be kept as small as possible, thereby minimizing the total size of the n-Platform code base and the potential number of security vulnerabilities.  Using the Gentoo Portage system, all source code is pulled into a repository.  All system components are compiled from source, including kernel code, driver code, application code, and user interfaces.  All source code is controlled using CVS so that all changes to source files and all versions of source files are always available.  Bug tracking is performed using Bugzilla, with all source code changes linked to Bugzilla records. 
6.2 n-Central

The n-Central cyber security management system provides centralized real-time collection, monitoring, analysis, and report generation for cyber security events and logs from the n-Platforms and endpoint systems in a utility’s network.  It is designed specifically for utilities to centrally manage cyber security solutions in local and remote areas.  The n-Central can serve as a centralized repository for cyber security logs for those local or remote cyber security appliances or systems in the network that report via Syslog and SNMP.  In particular, n-Central can be used to monitor N-Dimension n-Platform Unified Threat Management appliances, as well as Windows-based systems via the lightweight n-Client Windows agent. The monitoring and reporting features of n-Central, together with the strong cyber security enforcement features of n-Platform, provide a strong foundation for cyber security management and NERC CIP compliance.  Utilizing a web-based user interface, utility personnel can access various cyber security logs, perform analyses, and generate custom reports for critical cyber security decisions.  Notably, n-Central’s NERC CIP compliance report generation tool can assist in compliance with NERC CIP 002 – 009.
The n-Central is based on the HP ProLiant ML350 server hardware platform, with up to 6TB of storage capacity, enabling system and network administrators to manage and retain cyber security data with ease.
6.2.1 n-Central Upgrade

N-Dimension intends to continue to evolve and improve the cyber security functions available on n-Central in coordination with changes to n-Platform products to meet evolving cyber threats.  The n-Central supports firmware upgrade via a simple, secure administrative interface to accommodate improvements in cyber security functions or addition of new cyber security functions.

6.2.2 n-Central Engineering

The N-Dimension n-Central is built on a FreeBSD distribution.  This Linux-like distribution is well-suited to high-performance database applications.  As with n-Platform, all system components are compiled from source, including kernel code, driver code, application code, and user interfaces.  All source code is controlled using CVS so that all changes to source files and all versions of source files are always available.  Bug tracking is performed using Bugzilla, with all source code changes linked to Bugzilla records.
7 Cyber Security Lifecycle

In order to properly address security throughout the entire operational lifecycle of a smart grid system, cyber security must receive a holistic treatment throughout the entire lifecycle of the system it protects. The following is an overview of cyber security best practices and an outline of the steps that will be undertaken to achieve the appropriate security posture for Leesburg.
7.1 Holistic Approach to Cyber Security Best Practices

Information security concerns can generally be classified into 3 distinct elements:  physical, human, and IT/Technical.
Figure 2: Security Best Practices – The Holistic Approach
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The Physical Element includes elements such as security features around access to buildings and other facilities, and protection from other physical factors such as flood, fire, and other disasters.  These physical security controls must include solid protection of critical cyber assets against any type of physical intrusions, and also detailed logging of any access to these facilities.  Some of these security controls could consist of security cameras taping 24x7, alarm systems, fingerprint or other biometric access systems, and security personnel providing access with logging and accompanying staff members and visitors pending proof of requirement. 
The Human Element is generally recognized as any organization’s weakest link.  One of the key vulnerabilities in an organization is an attack by a member within that organization, known as an insider attack.  Even non-malicious actions such as downloading music files can expose company systems to viruses and other forms of malware.  The risks exposed may include opening security holes for hackers, and damaging the company’s credibility and reputation.  Therefore, some of the important measures in this aspect include security clearance verifications, and strict compliance with corporate policies.  The corporation must ensure that there is continuous cyber security training and awareness sections, and have plan of actions for managing and controlling staff access level lists.  
The IT/Technical Element must include solutions that would block all back-entry to the IT infrastructure, as well as prevent any malicious software or attacks against it.  The protection mechanisms that enhance this aspect are patching and security software updates, vulnerability assessment, port scanning, implementing anti-virus and other anti-malware solutions, disabling all the unnecessary ports and services, and disabling unused or unnecessary or default accounts.  A combination of different protection mechanisms must be used to achieve strong defense in depth.  Other required actions may include thorough cyber asset classification, testing, backup/restore, and disaster recovery plans.

The holistic approach necessitates that, for all three building-block elements:

1. a security plan be drawn with clear security policies,
2. all corporate policies reinforce these directives,
3. security metrics be developed and monitored,
4. reliable back-up systems be put in place,
5. corrective actions are taken to address any deviations. 
The above approach will be taken for Leesburg.
7.2 Lifecycle Steps for Effective Cyber Security

As shown in Figure 3, there are three major steps to achieving best cyber security practices throughout the entire lifecycle.  The fundamental starting point is the Preparation stage in which policies are evaluated and a risk assessment is conducted.  The Prevention stage includes implementing a security change management practice and monitoring the network for security violations.  Following this, the Response phase involves modifying the existing processes and technology to adapt to lessons learned.  This cycle is then repeated to achieve a continuous evaluation and improvement of security posture.
The following are the lifecycle steps that will be undertaken on a continuous basis for Leesburg:

7.2.1 Preparation:

Prior to implementing a security policy, there are three (3) steps of preparation:

a. Create usage policy statements

b. Conduct a risk analysis

c. Establish a security team structure

These are described as follow:

a. Create usage policy statements

A general policy that covers all network systems and data within company is defined as a start-up point.  This general policy should provide the general user community with an understanding of the security policy, its purpose, guidelines for improving their security practices, and definitions of their security responsibilities.  If there are specific actions that could result in punitive or disciplinary actions against an employee, these actions and how to avoid them should be clearly stated in this policy.

The next step is to create a partner acceptable use statement to provide partners with an understanding of the information that is available to them, the expected disposition of that information, as well as the conduct of the employees of Leesburg.  The statement should clearly explain any specific acts that have been identified as security attacks and the punitive actions that will be taken should a security attack be detected.

Lastly, create an administrator acceptable use statement to explain the procedures for user account administration, policy enforcement, and privilege review.  If there are any specific policies concerning user passwords or subsequent handling of data, clearly present those policies as well.  Check the policy against the partner acceptable use and the user acceptable use policy statements to ensure uniformity.  Make sure that administrator requirements listed in the acceptable use policy are reflected in training plans and performance evaluations.

b. Conduct a risk analysis

A risk analysis should identify the risks to the network, network resources, and data.  This does not mean every possible entry point to the network or every possible means of attack must be identified.  The intent of a risk analysis is to identify portions of the network, assign a threat rating to each portion, and apply an appropriate level of security. This helps maintain a workable balance between security and required network access.

Assign each network resource one of the following three (3) risk levels:

· Low Risk - Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would not disrupt the business or cause legal or financial ramifications.  The targeted system or data can be easily restored and does not permit further access of other systems.

· Medium Risk - Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would cause a moderate disruption in the business, minor legal or financial ramifications, or provide further access to other systems.  The targeted system or data requires a moderate effort to restore or the restoration process is disruptive to the system.

· High Risk - Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would cause an extreme disruption in the business, cause major legal or financial ramifications, or threaten the health and safety of a person.  The targeted system or data requires significant effort to restore or the restoration process is disruptive to the business or other systems.

Network equipment such as switches, routers, DNS servers, and DHCP servers can allow further access into the network, and are therefore either medium or high risk devices.  It is also possible that corruption of this equipment could cause the network itself to collapse.  Such a failure can be extremely disruptive to the business.

Once a risk level has been assigned to each network resource, it is necessary to identify the types of users of that system.  The five most common types of users are:

· Administrators - Internal users responsible for network resources.

· Privileged - Internal users with a need for greater access.

· Users - Internal users with general access.

· Partners - External users with a need to access some resources.

· Others - External users or customers.

The identification of the risk level and the type of access required of each network system forms the basis of a security matrix.  The security matrix should provide a quick reference for each system and a starting point for further security measures, such as creating an appropriate strategy for restricting access to network resources.

c. Establish a security team structure

Create a cross−functional security team led by a security manager with participants from each of Leesburg’s operational areas.  The representatives on the team should be aware of the security policy and the technical aspects of security design and implementation.  Often, this requires additional training for the team members.  The security team has three (3) areas of responsibilities: policy development, practice, and response.

Policy Development: is focused on establishing and reviewing security policies for the company.  At a minimum, review both the risk analysis and the security policy on an annual basis.

Practice:  involves that the security team conducts the risk analysis, the approval of security change requests, reviews security alerts, and turns plain language security policy requirements into specific technical implementations.

Response: while network monitoring often identifies a security violation, it is the security team members who do the actual troubleshooting and fixing of such a violation.  Each security team member should know in detail the security features provided by the equipment in his or her operational area and know how to respond and fix the problems that may arise.

7.2.2 Prevention

Once the preparation has been done and verified, the prevention process involves two (2) steps of procedure:

a. Approving security changes

Security changes are changes to network equipment that have a possible impact on the overall security of the network.  It is recommended that the security team reviews the following types of changes:

· Any change to the firewall configuration

· Any change to access control lists (ACL)

· Any change to Simple Network Management Protocol (SNMP) configuration

· Any change or update in software that differs from the approved software revision level list

· Change passwords to network devices on a routine basis

· Restrict access to network devices to an approved list of personnel

· Ensure that the current software revision levels of network equipment and server environments are in compliance with the security configuration requirements

In addition to these approval guidelines, have a representative from the security team sit on the change management approval board, in order to monitor all changes that the board reviews.  The security team representative can deny any change that is considered a security change until it has been approved by the security team.

b. Monitoring security of the network

Security monitoring is similar to network monitoring, except it focuses on detecting changes in the network that indicate a security violation.  The starting point for security monitoring is to determine what a violation is.  Based on the threat to the system defined in the section of “Conduct a Risk Analysis” in the Preparation step, the level of monitoring required may be identified.  Specific threats to the network were also identified in the section of “Approving Security Changes” in the Prevention step.  By looking at both of these parameters, a clear picture may be developed of what needs to be monitored and how often. 

The following is a recommendation on monitoring frequencies:

	Type of Equipment based on Risk
	Monitoring Frequencies

	Low-Risk
	Weekly

	Medium-Risk
	Daily

	High-Risk
	Continuous


If more rapid detection is required, the monitor should be configured on a shorter time frame.

Lastly, the security policy should address how to notify the security team of security violations.  Often, the network monitoring device such as IDS is the first tool to detect the violation.  Once violation is detected, the alarm should be activated in the operations center, which in turn should notify the security team, using email and pager if necessary.

7.2.3 Response

Response can be broken into three (3) sections and are explained as follow:

a. Security violations

Response time is critical to any type of violation detected.  When a violation is detected, the ability to protect network equipment, determine the extent of the intrusion, and recover normal operations depends on quick decisions.  Having these decisions made ahead of time makes responding to an intrusion much more efficient and prompt.  In addition, the response to the violation may become more manageable with less frustration.

The first action following the detection of an intrusion is the notification of the security team.  Without a procedure in place, there will be considerable delay in getting the correct people to apply the correct response.

Define a procedure in the security policy that is available 24 hours a day, 7 days a week.

Next the level of authority given to the security team to make changes should be defined, and in what order the changes should be made.  Possible corrective actions are:

· Implementing changes to prevent further access to the violation

· Isolating the violated systems

· Contacting the carrier or ISP in an attempt to trace the attack

· Using recording devices to gather evidence

· Disconnecting violated systems or the source of the violation

· Contacting the police, or other government agencies

· Shutting down violated systems

· Restoring systems according to a prioritized list

· Notifying internal managerial and legal personnel

Be sure to detail any changes that can be conducted without management approval in the security policy.

Lastly, there are two (2) reasons for collecting and maintaining information during a security attack: 

To determine the extent to which systems have been compromised by a security attack;
To prosecute external violations.

In order to determine the extent of the violation, the following shall be performed:

· Record the event by obtaining sniffer traces of the network, copies of log files, active user accounts, and network connections.

· Limit further compromise by disabling accounts, disconnecting network equipment from the network, and disconnecting from the Internet.

· Backup the compromised system to aid in a detailed analysis of the damage and method of attack.  Look for other signs of compromise.  Often when a system is compromised, there are other systems or accounts involved.

· Maintain and review security device log files and network monitoring log files, as they often provide clues to the method of attack.

If taking legal action is considered, have the legal department review the procedures for gathering evidence and involvement of the authorities.  Such a review increases the effectiveness of the evidence in legal proceedings.  If the violation was internal in nature, contact the Human Resources department, or as suggested in the Security Policy.

b. Restoration

Restoration of normal network operations is the main goal of any security violation response.  Define in the security policy how normal backups are being conducted, secured, and made available.  As each system has its own means and procedures for backing up, the security policy should have details for each system the security conditions that require restoration from backup.  If approval is required before restoration can be done, include the process for obtaining approval as well.

c. Review

The review process is the final effort in creating and maintaining a security policy.  There are three (3) areas to be reviewed: policy, posture, and practice.

The security policy should be a living document that adapts to an ever-changing environment.  Reviewing the existing policy against known Best Practices keeps the network up to date. 

Current network standing should be compared against the desired security network standing.  An outside firm that specializes in security can perform vulnerability tests that include ethical hacking with an attempt to penetrate the network, and test not only the posture of the network, but the security response of the organization as well.  For critical networks, it is strongly recommended to conduct such test annually.

Finally, practice is required in order to ensure that the support staffs have a clear understanding of what to do during a security violation.  In some cases, this practice session is unannounced by management in order to test support staffs’ ability and knowledge level, and done in conjunction with the network posture test.  This review identifies gaps in procedures and training of personnel so that corrective action can be taken in case of real incident.

The above procedures should be treated as an ongoing process in order to ensure best practices are enforced continuously and the cyber security posture is maintained and improved at all times.

7.3 Cyber Security Risk Assessment

For cyber security risk assessments performed throughout the lifecycle of this project, N-Dimension will use its standard cyber security assessment methodology that has been developed and refined specifically for the utility industry over several years and dozens of customers.  This methodology uses a combination of questionnaires, documentation review, policy and procedures review, network topology review, equipment configuration reviews, physical site and equipment surveys, and optional ethical hacking to effectively, thoroughly, and safely understand and evaluate a utility’s cyber security posture.  The following flowchart summarizes the assessment process.
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A typical assessment report includes the following topics.

	1. Executive Summary

2. Introduction

2.1 Objectives

2.2 Scope of Work and Deliverables

2.3 Assumptions

2.4 Documents Provided by Client 

3. Cyber Security Threats on Power & Energy Sector

3.1 Types of Cyber Threats

3.2 Top 10 Vulnerabilities Stated by NERC

4. Industry Cyber Security Best Practices and Standards

4.1 Holistic Approach to Cyber Security Best Practices

4.2 Steps to Best Practices in Cyber Security

4.3 Industry Standards of Best Practices

4.4 Definitions of Terms Used in NERC CIP

5. Cyber Security Assessment

5.1 Overview of Risks and Vulnerabilities

5.1.1 Asset Identification and Classification

5.1.2 Personnel Security

5.1.3 Physical and Environmental Security

5.1.4 Systems Security

5.1.5 Access Control

5.1.6 System Acquisition, Development and Maintenance

5.1.7 Cyber Security Incident and Sabotage Management

5.1.8 Disaster Recovery and Business Continuity Management
	5.2 Gap Analysis Utilizing NERC CIP Framework for Recommendations

5.2.1 Standard CIP-001, Sabotage Reporting

5.2.2 Standard CIP-002, Critical Cyber Asset Identification

5.2.3 Standard CIP-003, Security Management Controls


5.2.4 Standard CIP-004, Personnel & Training

5.2.5 Standard CIP-005, Electronic Security Perimeter(s) 


5.2.6 Standard CIP-006, Physical Security of Critical Cyber Assets


5.2.7 Standard CIP-007, Systems Security Management


5.2.8 Standard CIP-008, Incident Reporting and Response Planning


5.2.9 Standard CIP-009, Recovery Plans for Critical Cyber Assets


5.3 Recommended Action Plan

6. Detailed Recommendation Plan to Meet NERC CIP Compliancy

7. Limitations of Liability

Appendix A: Overview of the Industry Security Standards

Appendix B: Acronyms & Abbreviations

Appendix C: Glossary

Schedule A: Cyber Security Policy Framework 

Schedule B: Client NERC CIP Compliance Questionnaire

Schedule C: Client Cyber Security Assessment Questionnaire

Schedule D: Client Site-Survey Summary


8 Recommendation for Leesburg
True defense in depth requires a holistic approach to cyber security that touches on many aspects of an organization’s operation.  Focusing on network and computing infrastructure, defense in depth cyber security requires security capabilities at many points in the network.  The following figure illustrates typical placement of n-Platform, n-Central, and n-Client components in securing a typical utility network.
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As indicated from bottom to top by the yellow ovals in the following overlay, these systems provide (1) communications and field systems protection, (2) interior control center network protection, (3) enterprise / control network segregation and perimeter protection, and (4) centralized monitoring.
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This proposal to secure Leesburg’s smart grid systems provides comprehensive cyber security protection for all four areas.

Two 540H n-Platforms and one 440H n-Platform located at the control center will provide segregation of operational systems from the enterprise network via a DMZ, implementation of a strong perimeter around the operational systems, and implementation of strong interior security.  The 540H systems use firewall and remote access VPN to implement a strong DMZ.  Design principles for this DMZ include:
· DMZ contains non-critical sacrificial systems

· Multiple functional security sub-zones

· Traffic between sub-zones goes through firewall

· DMZ is only path in/out of operational network
· Default deny for all firewall interfaces

· Minimal direct traffic across DMZ

· No common ports between outside & inside

· No control traffic to outside

· Highly limited outbound traffic 

· No connections initiated from DMZ into operational network
· Emergency disconnect at inside or outside

· No network management from outside

· Cryptographic VPN and Firewall to all 3rd party connections

Servers that provide data to enterprise clients, such as historians and web portals, will either be moved into the DMZ, or will replicate data into systems in the DMZ, so that enterprise clients accessing data do not connect directly to systems in the operational network.  Implementation of the DMZ will also require at least one terminal server to be used as a stepping stone for remote access.  This system will most likely require a Microsoft Terminal Server license, depending on the type(s) of remote access client(s) desired.  Leesburg may purchase a suitable computer for this purpose. Initially the two 540H n-Platform systems will operate independently, but an active/standby failover capability will be available later this year and will be provided as a free update for these systems.  The 440H n-Platform runs Web Proxy, IDS, Port Scan, Vulnerability Scan, Network Anti-Virus, and Network Access Control to secure and monitor DMZ systems.
Two additional 540H n-Platforms located at the control center will secure SCADA, AMI, and other communications to substations.  Initially these two systems will operate independently, but an active/standby failover capability will be available later this year and will be provided as a free update for these systems.  These systems will use, at a minimum, the firewall and site-to-site VPN with AES encryption capabilities to protect SCADA, AMI, and other communications to substations and to protect control center systems from compromised devices in substations.  IDS, port scanning, and vulnerability scanning are run on an additional n-Platform 440H to monitor network activity and watch for changes in operational system configurations.  One 340S n-Platform located in each substation will secure systems in that substation and communications to the control center.   This n-Platform will use, at a minimum, firewall, site-to-site VPN, and remote access VPN.  Additional capabilities that may be enabled include SCADA IDS, Network Anti-Virus, Web Proxy, Port Scan, Vulnerability Scan, Remote Access Server, and Network Access Control, depending on the configuration of the network within the substation.  The 340S n-Platform is capable of simultaneously securing SCADA, AMI, and other traffic types within and to the substation, whether they are IP-based or serial.
The two 540H n-Platforms implementing the DMZ will have eight gigabit Ethernet connections to support an inside interface, an outside interface, an out-of-band management interface, multiple DMZ interfaces, and a future failover interface.  The 540H n-Platforms implementing communications to substations will have eight gigabit Ethernet connections to support an inside interface, an outside interface, an out-of-band management interface, a future failover interface, and expansion.

The 440H n-Platforms will have four gigabit Ethernet connections to support one stealth interface for network monitoring and one reporting interface for scanning and reporting.  The remaining interfaces will be reserved for future use.

The 340S n-Platforms will have four 10/100 Ethernet connections to support an inside interface, an outside interface, and a management interface, with the fourth interface reserved for future use.  (Available Ethernet options for the 340S are 2, 4, or 6.)  The 340S n-Platforms will also have 8 serial ports to support a serial console, a dialup modem connection, and future expansion.  (Available serial port options for the 340S are 1, 8, or 16.)

The n-Central, most likely located in a DMZ zone, performs central monitoring of all 340S and 540H n-Platform systems throughout the control center and substations.

8.1 Equipment

Following is a summary of the equipment required to implement this proposal.  This equipment is to be purchased through HD Supply.
	340SPG-4-8
	340S Gateway Option Pack (Bundled Purchase)
	1 per substation

	440H1PM-4
	440H-1 Monitoring Option Pack (Bundled Purchase)
	2

	540HPG-8
	540H Gateway Option Pack (Bundled Purchase)
	4

	NCG2
	n-Central G2 Server
	1


8.2 Maintenance

Following are software maintenance options suggested for this proposal.  These options are to be purchased through HD Supply.
	340SPGYM3
	Three (3) Year Maintenance for 340S Gateway
	1 per substation

	440H1PMYM3
	Three (3) Year Maintenance for 440H1 Monitoring
	2

	540HPGYM3
	Three (3) Year Maintenance for 540H Gateway
	4

	NCG2YM3
	Three (3) Year Maintenance for NC-G2
	1


8.3 Installation and Integration Services

N-Dimension recommends 15 man-days of our professional services be included to cover assistance with installation and configuration of this equipment.  These services should be contracted through HD Supply.
8.4 Security Lifecycle Services

As part of a lifecycle approach to cyber security, N-Dimension will conduct an initial cyber security assessment of all aspects of the utility’s operational infrastructure prior to beginning this project, development of policies and procedures as needed, a second assessment after the majority of systems are in place, and recurring yearly reviews.

Professional services required for these assessments are as follows:

	Initial cyber security assessment
	20 man-days

	Post-install cyber security assessment
	12 man-days

	Yearly Reviews
	12 man-days


9 System Interfaces Relevant to Cyber Security

There are three principal interface points that must be considered in any smart grid deployment from a cyber security perspective.  These are:

· the connection between the utility enterprise network and the utility control center network;

· the connection between the utility control center network and the field communication network;

· the connection between the field communication network and field equipment, including substation equipment, pole-top equipment, meters, etc.

9.1 Enterprise Network / Control Center Operational Network Interface

Control center operational networks are almost exclusively IP-based networks today.  IP communications enable high interoperability through utilization of many enterprise-based technologies such as FTP, HTTP, LDAP, Active Directory, etc.  However, a utility operational network must be segmented and largely isolated from the utility enterprise network in order to reduce the risk to these highly critical systems.  This interface is best secured by building a DMZ using n-Platform 440H and 540H systems as described above.
9.2 Control Center Operational Network / Field Communications Interface
Communications from control centers to field systems today use a wide variety of technologies, including radio, fiber, leased line, dial-up, satellite, etc.  Since these communications paths travel relatively long geographic distances, it is not physically possible to secure the communications media.  The only reasonable way to secure these communications is to use a cryptographic VPN that assures integrity of communications first and foremost.  Confidentiality is also important for some applications, such as meter data, but may not be important for all traffic.

The IPSEC, SSL, and Serial SCADA VPN capabilities implemented by n-Platform systems can secure all types of communications, regardless of the nature of the physical link.
9.3 Field Communications / Field Equipment Interface

For field communications to substations, the n-Platform 340S can secure IP-based WAN connections, legacy serial SCADA connections, and dial-up engineering access.  The n-Platform is mostly agnostic to the type of traffic carried on any of these connections.  The IPSEC and SSL site-to-site VPNs can handle any TCP or UDP traffic. The current implementation of SCADA VPN supports Modbus and DNP3, but the design of the protocol and software implementation enables extension to handle most other SCADA protocols with minimal effort.  The SCADA IDS currently has signatures for Modbus and DNP3, and extension to other SCADA protocols is again relatively straightforward.  The following diagram shows a possible deployment of a pair of n-Platform 340S systems in an active/standby redundant configuration.  This redundant configuration is not essential for current substation communications, but shows a potential upgrade path for future high-value smart grid systems.
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10 Security Risks Addressed

Utilities and electric operators are faced with numerous significant cyber security challenges in managing their operations.  Firstly, as confirmed by the CIA, the trend in cyber crime is moving from general hacking to extortion threats, which can be accomplished when a cyber criminal gains full or partial control of a utility’s operations.  Secondly, the real-time nature of power generation operation demands a different approach to protection than used with general enterprise security.  Thirdly, the continued use of legacy / serial equipment poses both a security threat and a challenge to protect.  Fourthly, the proliferation of Advanced Metering Infrastructure (AMI) / Smart Metering implementations implies a new “network of networks” that provides valuable information and control for both utilities and cyber criminals.  Finally, the Department of Homeland Security and the associated North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) compliance and cyber security standards are now in effect which require operators to develop, implement and manage specific cyber security measures for their operations.
Some of the risks associated with unprotected operational systems and networks are outlined below.  This partial list of risks will be expanded and refined on commencement of the initial cyber security assessment.
10.1 Attacks to/from Compromised Substation Devices:

· Modification or control of equipment in the substation, including opening breakers, changing breaker settings, etc. – prevented, deterred, or detected by the combination of security capabilities running on 340S in substation and on n-Platforms in control centers
· Injection of unauthorized traffic between control center and substation – unencrypted traffic rejected by N-Dimension’s n-Platform 340S and n-Platform 540H firewalls; encrypted traffic rejected by site-to-site VPN

· Cyber attacks launched from compromised substation systems – detected by IDS on n-Platform 340S and/or IDS on n-Platform 440H in control center

· Compromise and certain modification of substation systems – detected by port scanner and/or vulnerability scanner running in n-Platform 340S

· Connection of unauthorized system in the substation network – detected by network device monitoring running on n-Platform 340S and prevents the connection of this unauthorized system to the network.

· Unauthorized remote user access to substation systems – prevented by n-Platform 340S remote access security.
· Forgery, modification, deletion of packets between control center and substation – prevented or detected and dropped by site-to-site VPN.
· Transmission of unauthorized traffic using dis-allowed protocols from a compromised control center system – traffic rejected by n-Platform 340S firewalls.
10.2 Attacks to/from Compromised Control Center Systems:
· Modification or control of equipment in all connected substations, including opening breakers, changing breaker settings, etc. – prevented, deterred, or detected by the combination of security capabilities running on 340S in substations and on n-Platforms in control centers
· Compromise and certain modification of control center systems – detected by port scanner and/or vulnerability scanner running on n-Platform 440H in control center.
· Connection of unauthorized system in the Control Centre network – detected by network device monitoring running on n-Platform 440H and prevents the connection of this unauthorized system to the network. 

· Cyber attacks launched from compromised control center systems – detected by IDS on n-Platform 340S and/or IDS on n-Platform 440H in control center.
10.3 Insider Attacks

· Accidental connection of infected laptop to substation or control center operational network – prevented by n-Platform network access control

· Malicious connection of attack machine to substation or control center operational network – detected and deterred by n-Platform network access control

11 Interoperability and Use of Best Practices and Standards

N-Dimension’s current product suite and capability set are designed to enable interoperability with enterprise systems and between various utility systems.
· Support for both IP-based and serial-based communications enables integration with both newer and older utility systems.

· The n-Platform’s IPSEC feature enables IPSEC VPN tunnels to be constructed between n-Platforms and other standard IPSEC VPN equipment, such as Cisco routers.

· The n-Platform’s SCADA VPN, which provides protection of legacy serial SCADA communications, is based on the emerging IEEE P1711 standard, and should therefore be interoperable with other P1711 implementations when they become available.

· The n-Platform’s PPTP remote access VPN enables secure remote access using the standard Microsoft Windows PPTP client available on virtually all Windows systems.

· LDAP and Active Directory, which are defacto standard methods for providing centrally managed user authentication in enterprise networks, can both be used to manage PPTP VPN user access and administrative user access.

· The PPP capability enables dialup access (secured by PPTP) via standard PPP dialup clients, such as the dialup networking client available on virtually all Windows systems.

· The n-Platform’s SCADA IDS includes DNP3, Modbus, and ICCP signatures for direct detection of potential attacks that use these utility-specific protocols.

· Log and event reporting via SYSLOG and SNMP enable integration with a variety of log management and event management products.

· The n-Platform integrates directly with the Survalent SCADA WorldView HMI to display key cyber security status indicators on the operator’s HMI.

· The NTP client/server, DHCP client/server, and DNS server capabilities all enable integration with standard networking infrastructures.

To interoperate with enterprise technologies such as NTP, DHCP, LDAP, etc., N-Dimension products follow various Internet RFCs and defacto standards.  To interoperate with utility technologies such as DNP3, Modbus, ICCP, P1711, etc., N-Dimension products follow the various IEEE and defacto stardards.
Interoperability with enterprise technologies and utility technologies is a key strength of the N-Dimension product suite.  All products and capabilities described in this proposal are available today.  Future development plans call for increased interoperability, as exemplified in the comprehensive role-based user access control framework under development that will add an LDAP server with synchronization capabilities to the n-Platform. 

12 Support for Emerging Smart Grid Standards

N-Dimension’s product suite enables compliance and interoperability with the initial draft set of NIST smart grid standards.  Various capabilities of the N-Dimension product suite directly support those standards in the initial set relevant to cyber security.  These include:

· AMI-SEC 

· DNP3
· IEC 60870-6 / TASE.2 / ICCP
· IEC 62351
· NERC CIP 002-009

· NIST SP 800-53

· NIST SP 800-82 

For instance, the n-Platform’s SSL VPN provides SSL-based VPN tunneling for ICCP, and the n-Central provides reporting capabilities specifically tailored to NERC CIP 002-009.  Of the remaining standards not directly relevant to cyber security, such as IEC 61850, the N-Dimension products indirectly support these standards by providing communications security via firewall, VPN, and other capabilities.  Appendix B contains a detailed mapping of N-Dimension product capabilities to the NERC CIP requirements.  On finalization of the NIST smart grid standard, N-Dimension will provide similar mappings to the relevant standards.
13 Evaluating the Effectiveness of Cyber Security Controls

Evaluating the effectiveness of cyber security controls is a difficult task at best.  To establish that the security controls deployed in this proposal are effective, we will take several approaches.
The n-Central cyber security management system gathers comprehensive information about the operation of various controls implemented by n-Platform UTMs.  We will test various event triggers (e.g. too many failed logins, IDS alerts) by taking manual actions that trigger these events to ensure that the events are properly reported.  This testing process should ensure that configurations of all systems involved in detecting and reporting cyber security events are properly configured. 

N-Dimension will perform a cyber security assessment of the affected networks and infrastructure after all security equipment is deployed.  This assessment will be performed with the same rigor and procedures as our typical assessments.  This assessment will in addition use ethical hacking techniques to attempt effective but safe penetrations of the utility systems both from the Internet and from selected locations within the utility infrastructure.

N-Dimension will perform yearly cyber security reviews as part of the lifecycle approach to cyber security, as described above.

14 N-Dimension’s Cyber Security Subject Matter Expertise in the Power & Energy Industry

N-Dimension Solutions Inc. is solely focused on cyber security solutions for the power & energy sector.  N-Dimension works with leading Critical Infrastructure organizations such as Power & Energy groups, where they contribute to projects involving network design, requirement specifications, procurement, and implementation.  Guided by Best Practices for Cyber Security, N-Dimension also assists Critical Infrastructure organizations by providing them with Cyber Security Solutions that address today’s increasingly sophisticated attacks by computer hackers plus NERC CIP compliance.  N-Dimension’s Cyber Security Solutions include the versatile and powerful n-Platform product lines which provide cyber security protection and NERC CIP compliance.   

N-Dimension and its business partners, which include Siemens Power Generation, Hewlett-Packard, HD Supply Utilities, Survalent Technologies and AESI Inc., are active across North America in designing and deploying cyber security solutions for Smart Grid deployments.   One such business partner is AESI Inc.  The N-Dimension / AESI team previously was involved in the building of the EMS Control Centers and the associating infrastructure for a major transmission company in a Mid West state. 

Another business partner is HP who has over 30 years of experience delivering solutions in the Utility market.  Currently 65% of the real-time EMS/SCADA applications in production around the world run on HP platforms.  In addition, HP is the technology provider for the majority of monitoring systems controlling Nuclear Power plants around the world.  N-Dimension / HP team previously worked on a System Management – NERC CIP Proof of Concept solution project for a major transmission company in Ontario.

Survalent Technology has selected N-Dimension as its cyber security partner, and together we have developed the industry’s first integrated SCADA – Cyber Security platform.

N-Dimension shares its subject matter expertise and domain knowledge by participating in industry groups such as:

a) North American Electric Reliability Corporation:

N-Dimension is a member of NERC and NERC’s Demand Side Management Task Force.  www.nerc.com

b) Independent Electricity System Operator (Ontario):

N-Dimension is a member of the IESO’s Reliability Standards Standing Committee which provides input to NERC on new standards and revisions to current standards.  N-Dimension participates as cyber security subject matter experts.  www.ieso.ca

c) Process Control Systems Private – Public Stakeholders Group: 

This new group has been formed in 2007 and is led by Public Safety Canada / RCMP with the mandate to improve cyber security protection in the critical infrastructure of Canada.  Based on their work in the industry, N-Dimension has been specifically asked to participate in this group.

d) IEEE working group P1711: 

N-Dimension’s CTO Andrew Wright was the key architect of the AGA-12 serial SCADA encryption protocol and is currently participating as Vice Chair in IEEE working group P1711 to standardize AGA-12 as an IEEE standard.  http://scadasafe.sourceforge.net

e) University of Illinois: 

N-Dimension participates as an Advisory Board member on the University of Illinois Trusted Computing Infrastructure for Power.   This is one of the leading research initiatives in cyber security for critical infrastructure segments.  www.iti.uiuc.edu/press-releases/08-07-09-summerschool.html

f) ISA's SP99 Working Group 4:

This Working Group is focused on secure control system requirements.  www.isa.org/MSTemplate.cfm?MicrositeID=988&CommitteeID=6821

g) UCA's AMI-SEC Security Working Group:

This Working Group is tasked to develop new security standards for automated metering infrastructure.  http://osgug.ucaiug.org/utilisec/amisec/default.aspx

N-Dimension is a leader in NERC CIP Assessment Projects and cyber security solutions for Power Generation, Transmission and Distribution companies in North America.

h) NIST’s Cyber Security Coordination Task Group

N-Dimension’s CTO Andrew Wright is participating in NIST’s Cyber Security Coordination Task Group that is developing security standards for the emerging smart grid.  Andrew co-leads the bottom-up subgroup of CSCTG that is investigating cyber security problems and solutions in the smart grid from a bottom-up philosophy.
i) DOE Lemnos Interoperable Security

N-Dimension has been involved in the Lemnos Interoperable Security Program as a participating vendor since June 2008.  As a participating vendor, N-Dimension is testing interoperability of the n-Platform, using IPSec and Syslog protocols, with project partners and other participating vendors.      

The Lemnos Interoperable Security Program is a two year Department of Energy National SCADA Test Bed effort, with project partners Tennessee Valley Authority, Sandia National Labs, Schweitzer Engineering Labs, and EnerNex Corporation. The goal of the effort is to research, develop, test, and ultimately foster the commercialization and acceptance of energy community standards for security interoperability.
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Figure 3: Steps to Cyber Security Best Practices























January 2010
                                  Cyber Security for the Smart GridTM                 Page 3 of 36

